Establishing a VPN tunnel to CNet CWR-854 VPN
router using WinXP IPSec client

Generally speaking, remote users need to use a VPN client software for establishing a VPN connection to their
home/work router and access the network behind that router. Windows XP and 2000 have a built-in IPSec client
that while difficult to configure, will actually work for building a VPN tunnel and connecting to the network behind
a VPN router. The picture below shows the network that we’ll use for setting up and testing the WinXP IPSec
client.

VPN setup using WinXP IPSec client

WAN
IP address
=N 192.168.0.102

VPN Client

IP address 192.168.0.22

Server IP address
192.168.1.50

VPN Tunnel



Te first step is to configure the router and enable IPSec VPN. Please use a computer connected to one of the LAN
ports on CWR-854 for configuration. Default IP address of CWR-854 is 192.168.1.254, username and password
are “root” and “1234” respectively. After accessing the web configuration page, select VPN Settings from the left
menu and enable IPSec VPN and NAT Traversal. CWR-854 supports 10 different VPN profiles, click edit to
configure profile # 1.
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In the VPN setup page, “Local Site” is the network on the LAN side of the router and “Remote Site” is where the
VPN client is. For the local site we can configure the VPN to provide access to a single computer or the subnet
behind the router . If only a singe computer is to be accessed we need to enter the IP address of that computer,
otherwise the network IP address (LAN side) needs to be selected. The default network address is 192168.0.1.

Remote site configuration is also similar. We can select VPN from a specific address, a subnet or any address. In
this test we choose VPN from any address.

We are using PSK (pre shared key) for authentication and 3DES and MD?5 are the “encryption” and
“authentication” algorithms used.

At this stage we need to enter a Pre Shared Key to finalize the VPN setup on the router. This same key we be used
by VPN clients to establish the tunnel later on.



WinXP IPSec client configuration:

What we’re doing is to configure/create an IPSec local security policy on the VPN client system so that it connect
to the endpoint IPSec router and establish a VPN tunnel. It must be noted that for WinXP IPSec client to work, the
LAN clients behind the VPN router should have static IP addresses and the two ends of the VPN tunnel must be on
different subnets. In our example the LAN subnet is 192.168.1.0 and the WAN subnet is 192.168.0.0.

Adding a security policy Snap-in

1.

N

Nookow

Go to start>>Run>> and type mmc and click
OK

In consol window choose file>>add/remove
snap-in

Click add

Select IP Security Policy Management>> add
Select Local Computer and Finish

Close all windows

When closing the consol 1window, save the
settings to your desktop. Choose a file name
of secpol.msc

You should now have a file called
secpol.msc on the desktop
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Creating an IPSec Policy

1.

2.

Double click the secpol.msc icon on the
desktop

Right click on IP Security Policy on local
computer and click Create IP Security Policy
Click next on the wizard page, enter a name
for the policy (we use CWR854vpn) and
click next

Deselect the Activate the default response
rule check box and click next

Click the finish button making sure the Edit
properties box is checked

The properties window of the new security
policy will open up
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With the CWR854vpn properties window open, we’re basically going to define two new security rules. One for
traffic to the VPN router called TO LAN and one for traffic from the router called From LAN.



Creating the To LAN rule:

In the properties box make sure the Add Wizard box is unchecked and click on Add. In the New Rule Properties
window, click on the Add button under the IP Filter list tab and then in the IP Filter list window type To LAN in the

name box, deselect add wizard and click on Add.

New Rule Properties I d |
I Tunnel Setting | Connection Type I M IP Filter List 3 llél

Authentication Methods
IF Filter List Filter Action
R A P filker list iz composed of multiple filkers, [n this way, multiple subnets, [P
i’ addresses and pratocols can be combined into one IP filter.

z The selected IF filter ist specifies which network traffic wil be
L alfected by this rule.
Mame:

IP* Fiker Lists: |To LaN|
Name | Diesciption I Description Add... |
=] Edit |

O AllICMP Traffic Matches all ICMP packets betw...
Q AllIP Traffic Matches all IP packets from this ...
O Host-HostT oRemate fiter list ;I Eemoyve |
O HostToRemote-Host filter list
Filters: [ Use Add Wizard
irored | Drescription | Frotocol | Source Port | Drestination
< | |

Add I Edit | "”’Eér’hﬁ'\}é”?l
DK | Cancel | Ao

2

Filter Properties i 2 =]

Addreszing | F'rotocoll Descriptionl

— Source address:

| My I Acldhess =

— Destination address:
I.t’-‘« specific [P Subnet ﬂ

IPaddess: | 192 . 168 . 1 . 0O
Subnetmash:l 255 . 255 . 256 . 0

¥ Minored. &lso match packets with the exact opposite source and
destingtion addresses.

oK I Cancel




Creating the From LAN rule:
We’re basically going to repeat the steps for To LAN rule except we will name the ruls From LAN and have
different source and destination IP addresses as figures below will indicate.

Ml IP Filter List 1 21| Filter Properties ] 21
Addressing |Protocul| Descnptlonl
~Source address:

A P filter list iz compozed of multiple filters. In this way, multiple subnets, [P

B

!A specific [P Subnet

—
i addresses and protocols can be combined into one IP filter,
Hame:
IPaddess: [ 192 . 168 . 1 0
From LAN
Subnet mask: | 255 . 255 . 255 . 0|

(- Destination address:
Ay IP Address E

LDiescription
s (S
;I Hermove |

[ Use Add wizard

| Destination

Filters:
Iirrared | Dezcription | Protocal | Source Part
¥ Mirrgred. &k match packets with the exact opposite source and

destination addiesses.

| |
oK | Cancel |/ Cancel
3
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New Rule Properties 1 e |

Authentication Methods | Tunnel Setting I Connection Type

I Filter List Filker Action

1: The zelected IP filter izt specifies which network, traffic will be
T affected by thiz rule.

IP Filter Lists:
Mame | Description
O &l ICMP Traffic Matches all ICMP packets betw. ..
O AllIP Traffic tatches all IP packets from this ..
@ Fn:ll'l'l L'-'”

O Host-HostToRemate filker list
O HostToRemote-Host filker list
O ToLaN

Edit... | Bemove |

Close I Earice| | Apply

gl |




After the two new security rules are created, we need to edit and configure each rule. From the cwr854vpn, select
the To LAN rule and make sure that it’s box is checked and click on edit. The new rule properties window should
come up as below. Click on Filter Action tab and select require security and click the edit button.

Authentication Methods | Tunnel Setting I Connection Type I
IF Filter List | Filter Action
==t The selected P filker list specifies which network raffic will be
e affected by this wle,

IP Filter Lists:
Marne | Diezcription |
) AIICMP Traffic tatches all ICMP packets betw...
O AllIP Traflic tdatches all IP packets from this .
O From LaN

Q) HostHostT R emate filker list
Q HostToRemate-Host filter list
[} 10 LAN

agd. | Edt. | Bemove |

ag I Cancel | Apply

Edit Rule Properties Il |
Authentication Methods I Tunnel Setting i Connection Type |
1P Filker List Filter Action

X The selected filter action specifies whether this rule negotistes
for secure network traffic, and how it will secure the traffic.

Filter Actions:

Mame | Dezcription ‘
O HostHostToRemote filter action
O HostToRiemote-Host filker action

O Permit Permit unsecured IP packets to
O Request Security (Dptional] Accepts unsecured communicat
@ Require Security Accepts unsecured communicat..

Add... I Edi... I Remove I ™ Use Addwizard

0K | Canedd | s

In the security properties window, make sure the settings are as figure below. Type should be Custom, AH
integrity None, ESP confidentiality 3DES and ESP integrity MD5. Please note that we used the same
authentication and encryption protocols when configuring VPN on CWR-854 router. If you need to change the
security method, highlight it and click on edit. When done, click on OK to go back to edit rule properties window.

In the edit rule window, select the Authentication Methods tab and click the add button. In the Auth. Methode
properties window select the box for preshared key and enter the key used in the router’s VPN configuration.

Edit Rule Properties 2l

IF Fiter List | Filter dction
Authentication Methods I Tunnel Setting I Connection Type I

Authentication methods specify how truzt is established

éfg between computers. These authentication methods are
offered and accepted when negotiating secuiity with another
computer.

Authentication method preference order:

Method | Detaits [
Ferberos

Edit.

Hemove

fave up
Move dewn

Clase [Earizel Apply

Edit Authentication Method Properties 21x|

Authentication Method I

The authentication method specifies how trust is establizhed
= between the computers.

 Active Directory default (Kerberos VB protocol]

 Use a certificate fram this certification autharity [CA)

Browse |

& Use this string [preshared key):
1234567830 =

Cancel |




After entering the pre-shared key, the authentication methods tab should have pre-shared for method and the string
you entered under details.

Edit Rule Properties 21|
IP Filter List | Filker Auction I
Authentication Methods | Turnel Setting | Connection Type
Authentication methods specify haw tust iz established
% betyieen compulers. These atthentication methods are
offered and accepted when negotiating security with anather
computer
Authentication method preference order:
Method | Details ] Add... |
Preshared Key 1234567890 _—
Remoyve |
I ye up I
Iaye dovr |
Cose | Coce | dwek |

The next parameter to configure is the Tunnel Settings, select the Tunnel Settings tab and enter the WAN IP
address of the remote VPN router. In our example the WAN IP of the router is 192.168.0.102. The last parameter

for the To LAN rule is the connection type. Select the tab and make sure All network connections radio button is
checked.

Edit Rule Properties 21x| Edit Rule Properties 2ixl
IF Filter List | Filter fction | IF Filter List | Filter Action |
Authentication Methods Tunnel Setting | Connection Type tuthentication Methods | Tunnel Setting Connection Type
g The tunnel endpaint is the tunneling computer closest ta the ﬁ This rule only applies to network traffic owver connections of
i: IP traffic destination, as specified by the associated P filker == the selected type.

list. It takes bwo rules to desoribe an IPS e tunnel,

¢ Al network connections
£ This ile does not specify an IPSec tunnel e
£ The tunnel endpoint iz specified by this |P address:

192 .168. 0 .102

" Bemote access

Cloze I Carcel Apply Clogze I Caricel

Apply

The To LAN rule configuration is complete. Click close to return the cwr854vpn properties page. Now

the From LAN rule is to be configured. We basically have to set the same parameters as for the To LAN
rule.



CWRB54vpn Properties [ 21xi Edit Rule Properties X 21x]

Fules | Gene[a|| Authentication Methods | Tunnel Setting I Connection Type I
IP Filter Lis | Filer Action
Security rules for communicating with ather computers - ) ) .
== z: The selected P filter list specifies which network tiaffic wil be
T affected by this rule.
1P Security wiles:
- - - - — IF Filker Lists:
IP Filter List | Filter Action | Authentication. . | Tu
ToLaM Fequire Security Preshared Key 19 Name | Deseription |
From L&N Require Security Kerberos MNc O ANICMP Traffic Matches all ICMP packets betw...
O <Dynarics Default Respanze Kerberos MNe QO AllIP Traffic tatches all IP packets from this
o3 From Lin

O HostHostT oRemate fiter list
O HostToRemate-Host fiter list
O ToleN

4] | |
Add.. | Ed... I Remove | [~ Use Add Wizard Add... | Edi.. | Remove |
ak. I Cancel | Zpply |

Cloze | Canee| | Apply |

Select each tab as we did for To LAN rule starting with the filter action tab. All tabs are going to have the
exact settings as To LAN except the Tunnel setting tab which needs the IP address of the client computer.

In our example the address is 192.1680.22.

P Filter List | Filter Action |
Authentication Methods Tunnel Setting | Connection Type

The tunnel endpaint is the tunneling computer clozest to the
IP traffic destingtion, as specified by the associated IP filter
list. It bakes bwo rules to describe an IPSec tunnel.

HH

" This nule does nat specify an IPS ec tunnel,
' The tunnel endpaint is specified by this |P address:

192 .168. 0 . 22

Ok I Cancel Apply




When all parameters are set click on OK and close to go the secpol window. Right click on cwr854vpn
policy and choose assign. Make sure there is a YES in the policy assigned column for the cwr854vpn
policy. This completes the IP security policy configuration on this computer. The policy will
automatically start each time the computer is booted.

'Hi secpol - [Console RootLIP Security Policies on Local Computer] i o [ 3 I

“ﬁ] File  Action View Favorites  Window Help ‘- [ 5]|
o oE B 28

L] Console Roat
&, 1P Security Policies on Local Computer |22 cennod )

Description |Pul|c Assigned |
i Ll o
>
Mo
erver (Requir... For all P traffic, always req...  No
B server (Request Secu... For all 1P traffic, alwaysreq... Mo

Testing the connection:

In situations that both the VPN router on the WAN side and VPN client have routable IP addresses, the
configuration above should work. In situations that for example the VPN client has a private IP address
(when it is behind another router), we might have to add a static route to the client system so it would
know how to route packets to the LAN systems behind the VPN router. In order to add the static route,
on the VPN client system open a Command Prompt window and enter the command below:

Route add 192.168.1.0 mask 255.255.255.0 192.168.0.102 , when added the client system will route
packets destined for network 192.168.1.0 through the WAN IP address of the VPN router.
To check the routing table on the system, issue the route print command:



¢+ Command Prompt

C:sJronte print

MS TCP Loopback interface
Realtek RTL813? Family PCI Fast

Metwork Destination
a.a.8.@8
i27.8.8.8
122.168.8.8
192 168.8.22

Gateway
192_.168.8.58
127.8.8.1
192_168.8_22

Interface
122 .168.8.22
127.8.8.1
192 .168.8.22
127.8.8.1

127.8.8.1
168, 192 .168.0.

vl

- (NEF -2
192.168.8.22

=

955 . 95G 9L 9C
192.168.0.50

Hone Static route

Cosy

192.168.0.922

Now when we ping the remote system behind the VPN router we will see the IPSec negotiations and
finally VPN Tunnel creation between the client and the router.

e, Command Prompt

Pinging 192.168.1.188 with 32 hytes of data:

M tiati IP § rity. — x ; ;
Rearcat chived v, client system negotiates IP securit
Reply from 192.168.1.188: hytes=32 time=5msz TTL=127

Reply from 192.168.1.108: hytes=32 time=2ms TTL-127% PNT I d
unnel create

Ping statistics for 172.168.1.1084:

Packetz: Sent = 4. Received = 2, Lost = 2 (5@ lost=>.
Approximate round trip timesz in milli-—seconds:

Minimum = 2ms,. Maximum = Smz,. Average = Ims

C:sping 192.168.1.1808
Pinging 192.168.1.188 with 32 hytes of data:

Reply from 192.168.1.188: hytes=32 time=Zms TTL=127
192.168.1.1688: bytes=32 time=2ms TTL=127
192 .168.1.1688: bytes=32 time=2m=z TTL=127
Reply from 172.168.1.188: hytes=32 time=Zmz TTL=127

Ping statistics for 172.168.1.1086:
Packetz: Sent = 4, Heceived = 4, Lost = B (8% loss)>,
roximate round trip times in milli—seconds:




